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Overview
• Background 
• Risks 
•Harm 
• Assistance
• Takeaway
• Over 66% of 
adults online in 
America are 
connected to 
one or more 
social media 
platforms. 
• There are over 
750 million 
Facebook 
members. This 
makes it the 3rd
largest nation in 
the world. 
Is privacy dead?
• “People have gotten comfortable not only sharing 
more information and different kinds, but more 
openly and with more people.” 
-Mark Zuckerberg
•According to Mark Zuckerberg, the creator of 
Facebook, privacy is no longer a social norm. 
What Information is Out There? Who Can Gain 
Access?
• Information a user shares may 
include: photos and videos, 
age and gender, biographical 
information (employment, 
education, hometown, etc.), 
status updates, contacts, 
interests, geographic location.
• Viewers of this information 
can include: advertisers, third 
party software developers, 
identity thieves, other online 
criminals, debt collectors, 
applicant reviewers, etc.
What Can This Information Result in?
• Identity Theft/Impersonation      
•Harassment 
• Peer Pressure 
• Lost Revenue or Income 
• Loss of Employment 
•Damaged Business or Personal Reputation 
• Intellectual Property/Data Theft
•Malware/Virus Dissemination
OPSEC: activities designed 
to ensure the safety of 
intelligence, people, and 
assets. 
The Taliban on Twitter
•The Taliban’s Twitter account has followed 
the feeds of several U.S. military personnel 
since 2011. 
•One of the individuals being followed, a U.S. 
Air Force logistics officer, had a link on his 
Twitter account to a personal blog.
ISIS and Twitter as “Yellow Pages”
•On 22 September 2014, an ISIS spokesman urged 
followers to attack citizens of the US, France, and other 
anti-ISIS countries. 
• Tweets called on lone offenders in the US to use social 
media sites like Facebook, LinkedIn, and Twitter  as 
modern “Yellow Pages” to find the addresses of service 
members.
• Followers were urged to “show up [at their homes] and 
slaughter them.” 
“Secret Trip”
• In 2009, Representative Peter Hoekstra, a
member of the U.S. House Intelligence 
Committee, exposed his secret trip to Iraq. 
• Representative Hoekstra tweeted his arrival in Baghdad, 
stating “Just landed in Baghdad. I believe it may be first 
time I've had bb [blackberry] service in Iraq. 11th trip here“. 
• Not only did the trip become public knowledge, but Rep. 
Hoekstra continued to post his whereabouts as well as the 
entire party’s itinerary every few hours.
GPS Geotags 
• When new U.S. army attack helicopters landed at an Iraqi base in 
2007, soldiers uploaded smartphone photos to social media. 
• The pictures contained GPS
“geotags” which 
automatically embed latitude
and longitude within 
photographs.
• Insurgents were able to 
locate and destroy four 
Apache helicopters with a 
mortar attack. 
Terrorist Use of Social Media
•Facebook group pages and discussion forums are 
used to share operational and tactical information. 
•Social media is used to export propaganda and 
extremist ideological messages. 
•Forum threads created by groups dedicated to 
Hezbollah and other terrorist networks discuss 
OPSEC measures to maintain anonymity and how 
best to use social media. 
Digital Propaganda
•An experimental unit of the State Department, the 
Center for Strategic Counterterrorism 
Communications (CSCC), counters al-Qaeda and 
other extremist groups by producing its own 
digital propaganda. 
•@ThinkAgain_DOS is caustic and high tempo and 
actively looks for places to start fights. 

SOCINT- ”Social Media Intelligence”
•Minutes after Malaysia Airlines Flight 17 went 
down on 17 July 2014 in eastern Ukraine, killing all 
298 on board, a DIA analyst sifting through social 
media got a “hit”.
Social Media Facial Recognition
•The DIA has developed a classified facial 
recognition tool that scans social media. It was 
able to prove that Russian soldiers were moving 
into Crimea, Ukraine in 2014.
Takeaway
•Assume there is no privacy on social media. 
• Maintain OPSEC.
•Extremists and terrorists have a significant 
presence on social media. 
•Social media may be exploited as a tool for 
military and intelligence operations.
•Think of, and protect, your future career.
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